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Hcnonb3oBanve Mapmupyru3aTopoB Eltex ESR
(MpoABVIHYTHIM YPOBEHb) V.1

JmuTenbHOCTH Kypca: 40 akajieMUueckux 4acoB (5 fAHel)

IeneBas ayquropus:

— CucremMHble a/MUHUCTPATOPBI;

— CrenyanucTbl TEXHUYeCKUX U WH)KeHEePHBIX CITYXKO;

— VIHKeHepbl CONPOBOXX/EHUS U TeXHUYECKOH MOAePKKY;
Paspabotunku ceteoro I10.

TpeOoBaHHUs K yUaCTHHKAM:

— 3HaKOMCTBO C OCHOBaMU MH(OPMAaLIMOHHBIX TEXHOIOTUH;

— Hwmets npefcraiieHye o cradgaprax mogenu OSI v posu npoToKoJI0B;

— Tlonumanue 6a30BbIX MPUHIIAIIOB MapIIPyTU3AlIWY;

— 3HaHWe OCHOB mocTpoeHusi cetel, mpoTokosioB TCP/IP u TexHosoruu Ethernet;

— 3HaHMe TaKUX MOHATUM KaK: KOMMyTaTop, Mapupyrtusarop, IP-agpec, MAC-aapec, macka nojceTu
u nipedukc, VLAN, pexxumsbl Trunk u Access, TUTIbI KOHHEKTOPOB, T10J1s1 KaZipoB Ethernet,
WHKaMCyisaus, fenenue IP-ceteit Ha mojceTy U cymMmmupoBaHue [P-cetel;

— 3HaHWe TIPUHLIUIIOB Pab0ThI OCHOBHBIX MPOTOKO/I0B U cepercoB (DHCP, ACL, NAT, NTP, Syslog);

— Ywmerts pabotats ¢ CLI (6e3 npuBs3KM K KOHKPETHOMY TTPOU3BOZUTEIIO).

Pe3ysibTarsl 00yueHus:

YMern:

- COeIUHATH JIOKa/IbHbIE CeTH C ceThio Intemet;

- BHeZIpATh TexHoJioruu u cepBuckl QoS, VRRP, IPsec u DMVPN;

- pacIIMpsTh CeTU Majioro ¥ CpejHero pasmepa ¢ noMoupo WAN-TexHo/10rny;

- HacTpauBaTh NMPOTOKOJIbI AMHaMUYecKoi Mapiipytusauuu (OSPF, BGP).

3HaTh:

- OCHOBBI ceTeBbIX TexHosorui: mogenu OSI, TCP/IP;

- OCHOBBI PabOThI TTPOTOKO/IOB IPV4;

- OCHOBHBIE TIPUHIIUTIEI 0OecrieueHHs: 6e30T11aCHOCTH CETEeBBIX YCTPOMCTB,;

- TIPUHLIUTTBI TIOCTPOEHUST U30BITOUHBIX CETel.

Baaaetn:

- HaBbIKaMH yTIpPaB/IeHUs] CETEBbIMU YCTPOUCTBaMU;

- HaBbIKaMU HAaCTPOMKH ceTel Cpe/iHero pa3mMepa C UCMO/Ib30BaHUEM TeJIeKOMMYHUKAL[IOHHOTO
obopyoBaHusl.

YueOHO-TeMaTHUeCKHH T/IaH
«Vcnonb3oBanue Mapiuipytu3atopoB Eltex ESR (1IpoiBUHYThIM YPOBEHb) V.1»

HaumeHoBaHue Onucanune Bpewmsi
Tema: 1. OcHoBbI padotsi ¢ ESR. 1 yac
Omnucanue: 1.1. Mopenu ESR 1 ux XxapakTepUCTUKHU.

1.1.1. ®dyukyroHan MapiipyTtusatopoB ESR.
1.2. VlHTepdelic KOMaHAHON CTPOKHU.
1.2.1. Vlepapxus pe>KUMOB U TIepexX0/i0B MeXy HUMHU.
1.2.2. KoHdurypaioHHble (haibl.
1.2.3. B3aumogelicTBMe KOHPUTypaLMOHHbIX (aiioB.
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1.3. AyTtenTudukarusi.
1.3.1. Co3paHue 1 HacTpoliKa NpoQuis ayTeHTU(UKALIN.
1.3.2. Aytentudukanus no RADIUS-cepsepy.
1.3.3. Aytentudukaius no TACACS-cepsepy.

JlaGoparopHas: |1.1. Hapurarus o caiity Eltex. 1 yvac
1.2. InTedeiic KOMaHJHOW CTPOKHU.
1.3. Hactpoiika AAA.

HaumeHoBaHue OnucaHue Bpemst
Tema: 2. KondurypupoBaHue TyHHe/1el. 1 yac
Onucanue: 2.1. Tunbl TyHHe/IeN.

2.2. Hacrporika IP41P4-TyHHenen.
2.3. Hactporika VTI-TyHHenen.
2.4. Hactporika GRE-TyHHeneun.
2.5. Hactpotika L2TPv3-TyHHenel.
JlaGoparopHas: |2.1. HacTpoiika TyHHesei. 1 yac

HaumeHoBaHue Omnucanue Bpemsn
Tema: 3. MexcerteBoii 3kpaH ESR. 1 yac
Onucanue: 3.1. O6uyas nHPOPMALHSL.

3.1.1. Co3ganue cnuckoB (object-group).
3.2. 30HbI 6€30MaCHOCTH.
3.2.1. 3oHa self.
3.2.2. B3anmMoielicTBHe MeX/y 30HaMH 0e30T1aCHOCTH.
3.3. CozpaHue rpaBu/l.
3.4. [Ipumep HaCTPOMKY MeXXCeTeBOro 3KpaHa.
3.4.1. lnarHocTHKa.
3.5. O6uue cBeieHNsT O MapIIPYTU3aLUH.
3.5.1. IlpeanoureHve MapLipyTa.
3.5.2. MeTpuKa MapuipyTa.
3.5.3. 'nbKOCTb MPOTOKOJIOB MapILIPyTU3aLUH.
3.5.4. TTopsimok obpaboTku makeToB ESR.
JlaGoparopHas: | 3.1. HacTpoiika Me>KCeTeBOro 3KpaHa. 1 yvac

HaumeHoBaHue OnucaHue Bpemsa

Tema: 4. KongpurypupoBanue OSPF. 1 yac

Onucanue:

4.1. OcHoBbl OSPF.
4.1.1. Tunsl naketoB OSPF.
4.1.2. Cocrostnus OSPF.
4.1.3. Anroputm []eHKCTpBL.
4.1.4. Tunbl MmapuupyTtusatopoB OSPF.
4.1.5. Tunbl obnacteii OSPF.
4.1.6. Tunbl 3amuceit 6a3bl JaHHBIX cOCTOSTHUM KaHasa (LSA).
4.1.7. Pabora LSA B pa3HbIx obnacTsx.
4.1.8. Turnwbl ceteit OSPF.
4.1.9. Ponu MapuipyTU3aTopoB B LIKPOKOBeLaTe/IbHOM JJOMeHe.




AKagemun

4.1.10. TTpouecc Beibopa DR 1 BDR.
4.1.11. CymmupoBaHue MaplIpyTOB.

4.2. Hactpoiika OSPF.
4.2.1. Hacrpotika Tuma obmacTu.
4.2.2. Buptyanbhbiii KaHan (Virtual Link).
4.2.3. Aytentudukanus OSPF.
4.2.4. Turnbl cocefiCcTBa.
4.2.5. Bpemennsie nHTepBansl OSPE.
4.2.6. Iunarnoctuka OSPF.

4.3. ITpumep HacTtporiku OSPF.

JlaGoparopHas: |4.1. Hactpoiika OSPF. 1 yac
HaumeHoBaHue OnucaHue Bpemst
Tema: 5. KonpurypupoBanue BGP. 1 uvac

Onucanue: 5.1. O6mue cBegenusi o BGP.

5.1.1. Opranusanuu U perucTpaTopsl.
5.1.2. ABTOHOMHbIE CUCTEMBI U YHUKAJ/IbHbIE HOMEDa.
5.1.3. Tunbl aBTOHOMHBIX CHUCTEM.
5.1.4. TIpoBaiiiepo-3aBUCUMBIe U TIPOBaiiiepo-He3aBUCuMbIe [P-
ajzpeca.
5.2 OcHoBel BGP.
5.2.1 Mapupyt BGP.
5.2.2. BeIOop /iyuriiero Mapiipyra.
5.3. Hacrporika eBGP.
5.3.1. Ayrentudukanus eBGP.
5.3.2. eBGP Multihop.
5.4. Hactpotika iBGP.
5.4.1. Peer-group.
5.4.2. Next-hop-self.
5.4.3. Route-Reflector.
5.4.4. Allow-local-AS.
5.5. TuarHoctrka BGP.
5.6. IIpumep Hactpoiiku BGP.

JlaGoparopHas:  5.1. Hactpoiika BGP. 1 yac

HaumeHoBaHue Omnucanue Bpemsn
Tema: 6. AHOHCHMpOBaHue ¥ PUIbLTPaLMs. 1 yvac
Omnucanue: 6.1. MexaHU3Mbl aHOHCUPOBaHUSI MapLIPYTOB.

6.1.1. AHoHcupoBaHue Redistribute.

6.1.2. AHoHcupoBaHue Network.

6.1.3. AHoHcupoBanue Default-information-originate.
6.2. MexaH13Mbl (PUIbTPALIM IPUHMMaeMbIX MapLIPyTOB.

6.2.1. dunbTpaiysa MapupyToB ¢ Prefix-list.

6.2.2. @unbTpayysa MapupyTos ¢ Route-map.

6.2.3. ®unbTpalys MapLIPyTOB MMPA aHOHCUPOBAHUH.
6.3. Mogudukarusi MappyTHbix atpudyToB BGP.
6.4. ®uibTpalys MpUI0KeHUMN.
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JlaGopaTopHas:

6.1. AHOHCHpOBaHUe U (PUIbTPaLSI.

1 gac

HaunmMmeHnoBaHue

Onucanue

Bpemst

Tema:

7. lpyrue npuHIMIbI MapLIpyTH3aljui ¥ BCIIOMOraTe/ibHbIe
TeXHO0J/IOTHH.

1 gac

Onucanue:

7.1. Kondurypuposanue PBR.
7.1.1. MapupyTHu3alus Ha OCHOBe IIOJIMTHKH.
7.1.2. IIpuHnmn paboThl U 3Tarbl KOHPUTYPHUPOBAHKS.
7.1.3. Hactpoiika PBR.
7.1.4. Tlpumep HacTtporiku PBR.
7.2. Konpurypupoanue VREF-lite.
7.2.1. BupryasbHas MapLIpyTU3aLys.
7.2.2. Hactporika VRF-lite na ESR.
7.2.3. IuarHoctrka VRF-lite.
7.2.4. Ilpumep Hactporiku VRF-lite.
7.3. Kongurypuposanue MultiwAN.
7.3.1. O6mume cBefenust o Multi-WAN.
7.3.2. IIpunnmn pabots! Multi-WAN.
7.3.3. Hactpoiika Multi-WAN.
7.3.4. Hactpolika Ha uHTepdeiice.
7.3.5. Inarnoctrka Multi-WAN.
7.3.6. Ilpumep HacTporiku Multi-WAN.
7.4. Hactpoiika BFD.
7.4.1. Obuias uadopmarys o BED.
7.4.2. BFD nns OSPF.
7.4.3. BFD nns BGP.
7.4.4. KoMaH/1bl HACTPOMKU.
7.4.5. Ilpumep Hactporiku BFD.

JlaGopaTopHas:

7.1. Hactpoiika PBR.

7.2. Hactpoiika VRF-lite.
7.3. Hactpoiika Multi-WAN.
7.4. Hactpoiika BFD.

1 yac

HanmMmeHnoBanue

Onucanue

Bpems

Tema:

8. KondurypupoBanue QoS.

2 yaca

Onucanmue:

8.1. O6ugme cBemenus o QoS.
8.1.1. Moaenu QoS.
8.1.2. Mexanusmsl DiffServ.
8.1.3. Knaccudukanms 1 MapKMpoOBKa.
8.2. "HCcTpyMeHTHI U anroputMsl QoS.
8.2.1. [IpenoTBpalijeHye rieperpys3ox.
8.2.1.1. Tail drop u Head drop.
8.2.1.2. RED.
8.2.1.3. GRED.
8.2.2. YmnipaBnenue neperpy3kamu (PQ, WFQ, RR, WRR).
8.2.2.1. FIFO.
8.2.2.2. PQ.
8.2.2.3. SFQ.
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8.2.2.4. WRR.
8.2.3. OrpaHuyeHue CKOpOCTH.
8.2.3.1. Mexanusm "/IbipsiBoe BeApo" (Leaky Bucket).
8.2.3.2. MexanusM "MapkepHoe Besipo” (Token Bucket).
8.3. Komanip1 HacTporiku 6a3oBoro QoS.
8.3.1. TIpumep HacTpoiiku 6a3oBoro QoS.
8.4. KoMaH/ b1 HaCTpOMKU pacimpeHHoro QoS.
8.4.1. [Ipumep HacTporku pacumpeHHoro QoS.

JlaGopaTopHas:

8.1. Hactpotika QoS.

2 yaca

HaumMmeHnoBaHue

Onucanue

Bpemst

Tema:

9. Kondurypuposanue VRRP.

1 gac

Onucanue:

9.1. O6mwme cBegenusi o VRRP.
9.1.1. Ipuxiun pabotel VRRP
9.1.2. TepmuHosiorusi VRRP.
9.1.3. ITapametpsl VRRP.
9.1.4. Cocrosinus VRRP.
9.1.5. Komanzp! Hactporiku VRRP.
9.1.5.1. Taiimepsl.
9.1.5.2. Preempt.
9.1.5.3. AyteHTuduKaLus.
9.1.5.4. COpoc COCTOSIHUS U IMAarHOCTHKA.
9.1.6. Ipumepn! HacTpoiiku VRRP.
9.2. PesepBupoBanvie DHCP c nnomonisto VRRP.
9.2.1. KomaH/ibl HACTPOUKHU.
9.2.2. Ilpumep HacTpouiku pe3epBruposanuss DHCP.
9.3. Pe3epBupoBaHue CeCCHii MEXXCETEBOT0 SKpaHa.
9.3.1. Koman/ibl HACTPOWKH.
9.3.2. IIpumep HaCTpPOMKM pe3epBHpOBaHuUs ceccuit firewall.

JlabopaTopHas:

9.1. Hactporika VRRP.

1 gac

HanmMmeHnoBanue

Onucanue

Bpems

Tema:

10. KondurypupoBanue IPsec.

2 yaca

Onucanue:

10.1. O6ugue cBemenus o [Psec.

10.1.1 LJenocTHOCTB.

10.1.2 AyTeHTULIMKALYS.

10.1.3 KoHbUHAeHI[MaTbHOCTb.

10.1.4 Anroput™m [Iuddu-Xennmana.

10.1.5 ITpoTtokonsl IPsec.
10.1.5.1. ITporokon AH.
10.1.5.2. TTpotokon ESP.
10.1.5.3. TpaHCIIOPTHBIN U TYHHE/IbHBINA PEe;KUMBI.
10.1.5.4. Accoumanuu 6e3oracHoctu (SA).
10.1.5.5. ITporokon ISAKMP.
10.1.5.6. ITporokon IKEv1 ¢a3za 1.
10.1.5.7. IIpotokon IKEv1 ¢as3a 2.
10.1.5.8. ITpotokon IKEV2.
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10.1.6 TTpunaLmn pabots IPsec.

10.1.7 Pexxum pabotsl IPsec Ha ESR.

10.1.8 ITopsii0K HACTPOWKH.
10.2. Kondgurypuposanue Route-based [Psec VPN.

10.2.1. KomaH/ibl HACTPOKKH.

10.2.2. ITpumep HacTpoiiku Route-based IPsec VPN.
10.3. Kondurypuposanue Policy-based IPsec VPN.

10.3.1. KomaH/ibl HACTPOUKH.

10.3.2. Ipumep HacTporiku Policy-based IPsec VPN.
10.4. JuarHoctuka IPsec.

JlaGopaTopHas:

10.1. Hacrpotika IPsec.

2 yaca

HaunMmeHoBaHue

Onucanue

Bpemst

Tema:

11. Kondurypuposanue DMVPN.

2 yaca

Onucanue:

11.1. O6mume cBefenusi o DMVPN.
11.1.1. Ucnons3oBanue GRE.
11.1.2. Ucnone3oBanre mGRE.
11.1.3. IIpotokos NHRP.

11.1.4. TIlpeumymectea DMVPN.
11.1.5. TIpunimn paboTsl.

11.1.6. ®a3bl pabotel DMVPN.
11.1.7. ®narm.

11.1.8. Cxemsl IIpUMeHeHus
11.1.9. Pabora c NAT.

11.2. KoMaH/1b1 HACTPOMKU.

11.3. ITopsapok HacTpoiku DMVPN c OSPF.
11.3.1. Oran 1. Hactpoiika mGRE 1 NHRP.
11.3.2. Oran 2. Hacrpoiika OSPF.
11.3.3. Oran 3. Hacrpotika IPsec.

11.4. TIpumep Hactporiku DMVPN c OSPF.

11.5. IIpumep HacTtpoiiku DMVPN c BGP.

JlabopaTopHas:

11.1. Hactpotika DMVPN.

2 yaca

HanmMmeHnoBanue

Onucanue

Bpemsn

Tema:

12. MOHHMTOPHHI M ypaB/iIeHHe.

2 yaca

Onucanmue:

12.1. Kondurypupoanue Eltex IP SLA.
12.1.1. Obriue ceepenus o Eltex IP SLA.
12.1.2. TIpunimn paboTsl.
12.1.3. ba3oBas koHdurypaius Sender.
12.1.3.1. [onosiHUTe bHBIE TapaMeTpsl 11 Sender.
12.1.4. ba3zoBas koHdurypaius Responder.
12.1.4.1. [ononHUTebHbIe TapaMeTpsl 4151 Responder.
12.1.5. AyreHTH(UKaLYs 110 K/IIOUY.
12.1.5.1. AyTeHTU(UKALMSA IO CIIUCKY K/IHOUek.
12.1.6. JlorupoBanue.
12.1.7. JuarHocTuka.
12.1.8. Ipumep HacTporiku Eltex IP SLA.
12.2. KondurypupoBanve SNMP.
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12.2.1. Obriue ceesienrss 0 SNMP.
12.2.1.1. TIpunimn pa6otsr SNMP.
12.2.1.2. Bepcuu nipotokona SNMP.
12.2.2. Tunbl coobmennii SNMP.
12.2.3. Ba3za MIB u ugentudukarop obnekra.
12.2.4. Ctpoka coob1ijecTBa.
12.2.5. Be3zonacHocte SNMP.
12.2.6. ®opmar coobirenust SNMP.
12.2.6.1. 3aronnoBok SNMP.
12.2.6.2. 3aronosok 3anpocoB GET/SET

12.2.6.3. PDU GET-request, GET-next-request, SET-request,

GET-bulk-request.
12.2.6.4. PDU GET-response.
12.2.6.5. 3aronosok TRAP.
12.2.6.6. PDU TRAP.
12.2.6.7. Ilons Variable Bindings.
12.2.6.8. ®opmar SNMPv3 c USM.
12.2.7. KomaH/1bl HACTPOWKH.
12.2.8. Ilpumep HacTporiku SNMP.
12.3. Kondurypuposanue Zabbix-areHra.
12.3.1. Obume cBeseHus o Zabbix.
12.3.2. TIpuniun pabotsl Zabbix.
12.3.3. Crioco6b1 MOHUTOpHHTA Zabbix.
12.3.4. KomaH/ibl HACTPOMKH.
12.3.5. [Ipumep HacTpoiiku Zabbix-areHTa.
12.4. Kondurypupoanre NetFLOW.
12.4.1. O6bume cBenenus o Netflow.
12.4.1.1. BoamoxxHoctu NetFlow.
12.4.1.2. KommnioHeHThI NetFlow.
12.4.1.3. ITpuanun paboter NetFlow.
12.4.2. Obume cBegerusi o SFLOW.
12.4.3. CpaBHenusi NetFlow u sFlow.
12.4.4. ®opmar coobirenuii NetFlow.
12.4.4.1. ®opmar 3aronoBka NetFlow.
12.4.4.2. ®dopmar mwabnona Template Flow Set.
12.4.4.3. ®opmat mabioHa Data Flow Set.
12.4.4.4. ®opwmar 1mabiona Options Template FlowSet.

12.4.4.5. ®opmat Habopa Options Data B Data FlowSet.

12.4.5. YnpaBneHue 11abjoHaMH.
12.4.6. ¥Ysi3Bumoctu B 6e3omacHocty NetFlow.
12.4.7. Komanaw! Hactpoiiku NetFlow.
12.4.7.1. ITpumep Hactpoiiku NetFlow.
12.4.8. Komanib1 HacTpoiku sFlow.
12.4.8.1. ITpumep HacTpoiiku sFlow.

JlaGopaTopHas:

12.1. Hactpoiika Eltex IP SLA.
12.2. Hactpotika SNMP.

12.3. Hactpoiika Zabbix-areHra.
12.4. Hactpotika NetFlow.

2 yaca

IIpomexyTouHble ¥ UTOroBbIe (opMbI KOHTPOJIA: 8 yacoB

B PaMKaX /1aHHOI'O KypcCa IIpeaOoCTaB/IAOTCSA ABe ITOMBITKU ITPOX0XXAEHUA CepTI/ICl)I/IKaLU/IOHHOFO
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WCTIBITaHMs, KOTOPbIe MOTYT OBITh MCTMOMb30BaHbI B TeUeHHE [IBYX He/lesb TI0C/Ie 3aBepIleHus Kypca.
B ciyuae HeyjauHOT0 3aBeplilieHHs1 00eHX MOMBITOK, MO>)KHO 00pPaTUTHCS B KOMMePUYeCKUH OT/Aes [iist
NproOpeTeHus TI/IATHOM [JOTIO/THATE/TBHOM TOTIBITKH.



